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Abstract 

Information Systems worldwide are under constant threat of attack and the global reach of the 

Internet only magnifies the problem.  However, new threats are arising that are more treacherous 

than the hackings of the past; these new threats are driven by political motivations.  Hacktivism, 

cyberterrorism and cyberwarfare provide techniques to attack enemies across the world without 

ever having to cross a national border, or even leave home.  Governments and private industry 

must understand the external threats they face and prepare to combat them. 

Introduction 

 The ubiquitous nature of the Internet makes hacking a global issue.  The borderless 

technology can enable a Chinese hacker to compromise a server in the Netherlands and use it to 

launch a Denial of Service (DoS) attack against Amazon.com, a U.S. company.  James Adams 

understood this when he subtitled his book, Computers Are the Weapons and the Front Line is 

Everywhere (The Next World War, Simon & Schuster, 1998).  In a 2001 joint committee of 

Congress on cyber security and the U.S. Economy, Senator Bob Bennett (R-Utah) stated, “The 

reason we are looking at this is because cyber threats to the U.S. economy don’t stop at the door of 

the Pentagon… future threats will be aimed at the private sector and at crippling the U.S. 

Economy.”  The Senator went on to note the unique map of the Internet: 

“Traditional notions of national security focus on keeping our borders 

secure, even military operation begins by looking at a map… the map of the 

Internet knows no borders… is worldwide, and the first thing that hits you 

as you look at the map is that there are no oceans, there are no mountains, 

there are no natural barriers” (full map in Appendix A).1 
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The congressional hearing noted that government and military networks are only one target 

of foreign cyber attacks.  The vast majority of network resources, estimated at up to 90%, are 

owned by the private sector and are believed to be more susceptible than most government 

controlled assets.  Vulnerable systems are in all sectors of the economy, such as the government, 

military, hospitals, power and water utilities, telecommunications, financial markets, corporations 

and the air traffic control system.  The new threats to the U.S. in the digital age were highlighted 

by President Clinton in his May 1998 commencement address to the U.S. Naval Academy: 

Our security is challenged increasingly by nontraditional threats from 

adversaries, both old and new, not only hostile regimes, but also international 

criminals and terrorists who cannot defeat us in traditional theaters of battle, 

but search instead for new ways to attack by exploiting new technologies and 

the world's increasing openness.2 

 This paper will examine the three most common global threats to network systems: 

hacktivism, cyberterrorism and cyberwarfare. 

The Threats of Hacktivism, Cyberterrorism and Cyberwarfare 

Hacktivism 

 Hacktivism is a mixture of political activism and computer hacking.  Hacktivists are 

skilled hackers, but unlike the hacker who is motivated by simple curiosity or malicious intent, 

hacktivists are attempting to convince the world they are practicing civil disobedience.  Neeley 

believes, “Hacktivists are a special breed of hackers and crackers who attempt to call attention to 

an issue with a virtual call to arms using intrusions… or creating technology to advance a political 

of social cause.”3  McCarthy sees the hacktivist as “a political activist, reformer, or even soldier… 
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Hacktivist attacks range from embarrassing their targets via Web site defacements to outright 

economic sabotage.”4 

To understand hacktivism, one must first understand its roots in hacker culture.  Samuel 

explains hackers as a: 

community of sophisticated computer users, mostly young male, who use 

a variety of tools to gain illicit (and generally illegal) access to computer 

systems…Over time the term “hacker” has come to mean specifically 

those who use their computers skills to engage in intrusive or disruptive 

activities.5 

Hacktivism is unlike traditional forms of political activism in that the method defines the 

movement, not the movement’s purpose and group identity.  Samuel argues the distinguishing 

factor of hacktivists is their command of technology which unites them.  She notes that traditional 

political activism is produced when identity and purpose form into a movement, which then finds 

methods to forward it cause.  Hacktivists are born of hackers seeking group identity and a 

movement to exhibit their methods, hacking skills, thus leading to a sense of purpose (Appendix 

B).  Samuel states, “The methods of hacktivists – DoS attacks, FloodNets, site takeovers, etc. – are 

inextricably linked to the hacktivist movement because they are what define the movement.”6 

 In and of itself, hacktivism is not necessarily a global threat to information systems.  

However, in reality, hacktivists’ activities are not limited by national borders and most well 

known hacktivism actions were played out on the international stage.  The hacktivist community 

regards the 1998 hacking of Mexican government web sites as the first recorded political action of 

hackers, the first “hacktivism.”  A U.S. hacker group, the Electronic Disturbance Theater (EDT), 

organized the hacking in retaliation for the 1987 massacre of indigenous Zapatistas in Chiapas, 
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Mexico by a pro-government paramilitary force.  Prior to EDT’s action, an Italian group, the 

Anonymous Digital Coalition, used email to issue a global call for cyber attacks against Mexico.7 

 Hacktivism is not always a harmless annoyance, like simple web page defacements or 

email bombings.  In June 1998 another well-known hacktivist attack was initiated by members of 

Milw0rm, a hacker group whose global membership is united only by the Internet.  Two members, 

JF of England and VeNoMouS of New Zealand, boasted of their hack as they were interviewed by 

Internet Relay Chat (IRC) by James Glave of Wired magazine.  The two broke into the systems at 

India’s Bhabha Atomic research center in Bombay.  They were able to seize control of six servers 

for several days and downloaded thousands of pages of email messages and research.  The 

documents contained analysis and discussion of nuclear testing from India’s five recent test 

detonations.  To verify their claims, the hacktivists forwarded several Indian documents to Glave, 

although he did not receive a response from the Indian government or the research center to his 

request for authentication.  The group is also targeting nuclear research facilities in Pakistan. 8 

 One month later as part of their global anti-nuclear protest, the Milw0rm hackers were able 

to deface up to 300 web pages on web servers around the world, including The World Cup, 

Wimbledon, The Saudi Royal Family, even actress Drew Barrymore.  The normal home pages on 

the compromised servers were replaced with a picture of a nuclear mushroom cloud and an 800 

word anti-nuclear manifesto.  They started by saying, “This mass takeover goes out to all the 

people out there who want to see peace in the world.”  They continued, “The year is 1998, we 

should be moving towards worlds peace in the millennium, and nuclear warfare [and] testing is 

NO way forward.  It can destroy the world.”9 

 Numerous politically charged skirmishes and government actions throughout the world 

provide motivation for turning hackers into hacktivists.  The ancient dispute between the Israelis 
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and Palestinians is spilling into the twenty-first century; the intifada is becoming the inter- fada.  

Israeli and Palestinian hackers have taken the Middle-East struggle into cyberspace, targeting each 

others’ servers and network infrastructure.  The two groups are not alone in the conflict as 

American and Arab hackers have taken up sides on the issue.  On October 7, 2000, Israeli and 

U.S. hackers assaulted the Web and email server’s of Lebanon’s Hezbollah guerrilla group.  A 

spokesman for the group knew what had hit them; he said, “This is a well known method used to 

kill websites.  This is Israeli technological warfare.”10  Not to be outdone, Palestinian hackers and 

their supporters have hacked back.  In November 2000, messages were intercepted from a group 

known as GForce Pakistan detailing plans to hack ATT’s Web services network because of the 

firm’s Israeli relationships.  The group of Palestinian supporters also had targeted numerous sites 

of Israeli and U.S. affiliation. 11 

Cyberterrorism 

 Cyberterrorism takes the act of Hacktivism one step further; rather than simply calling 

attention to a cause, the cyberterrorist actively attempts to harm, destroy, and possibly, kill.  Barry 

Collin, a researcher at the Institute for Security and Intelligence at Stanford, calls it “hacking with 

a body count.”12  Denning believes cyberterrorism to be the convergence of cyberspace and 

terrorism, and defines it, “politically motivated hacking operations intended to cause grave harm 

such as loss of life or severe economic damage.”13 

 At the present time cyberterrorism remains only a theoretical threat.  No significant 

cyberterrorism attacks have been launched against the U.S. or other western nations.  This is one 

more way in which the act is different from hacktivism, which has become widely practiced.  

Nevertheless, the lack of attacks has not quieted many in government and industry from their 

warnings of a coming digital Pearl Harbor.  Richard Clarke, chairman of the President’s Critical 
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Infrastructure Protection Board until January 2003, has been proclaiming the rallying cry for cyber 

security.  His concern was that many in the U.S. government and industry were apathetic to the 

dangers of cyberterrorism and made a point of saying the issue is when, not if, foreign terrorists 

launch a massive cyber attack on the U.S.  At the Black Hat computer security conference in 2002, 

Clarke said he believes his role to be that of a digital Paul Revere and stated, “We’re (the Federal 

government) going to spend $20 billion on security in fiscal 2004 through 2006.  If a cyber-war 

comes – and come it will – we want to be prepared.”14 

 On the other hand, some are not convinced cyberterrorism is currently a threat.  The 

current discussion of a digital Pearl Harbor and a digital Paul Revere has prompted critics to coin a 

new term, digital Chicken Little.  Others have simply dismissed the cyberterrorists’ methods as 

“Weapons of Mass Annoyance.”15  Scott Blake, Vice President of Information Security at 

BindView Corp. in Houston, TX, believe Clarke’s rhetoric is designed to play on the ignorance 

and fear of the public and politicians.  Blake feels terrorist want to create the shock of a 

psychological impact to perpetuate fear, even more so than inflicting actual damage.  He says, “If 

I’m a terrorist, I want pictures on TV.  You don’t get that if you knock out the stock market’s 

computers.”16  Many others agree with Blake and have provided various explanations for their 

doubts about cyberterrorism.  Jackson states: 

The Internet and associated networks are insecure, as everyone knows. 

Yet this infrastructure is so distributed that trying to seriously damage it is 

like throwing rocks at the ocean. Individual targets can be successfully 

attacked, but we are so accustomed to information glitches at the bank, at 

the office and at home that workarounds are common, even expected. The 

typical result is inconvenience.17 



 

Kendall R. Joseph Global Information System Threats 

8 

8 

 As with any emotionally and politically charged discourse, the truth is probably closer to 

the middle of both arguments.  The doubters express valid points; no cyberterrorism attacks have 

occurred in the U.S. and successfully accomplishing such an attack would be difficult.  On the 

other hand, supporters of cyberterrorism awareness point out that just because it has not occurred, 

does not mean it cannot occur.  Certainly, if the U.S. Postal Service can be used to inflict terror, 

computer systems can as well. 

 Berinato explains there are two clear threat categories of cyberterrorism: physical 

infrastructure and critical data.  The threat to physical infrastructure is that critical systems would 

be compromised, such as power grids, dams, water and sewer systems, air traffic control, 

pipelines, and global positioning satellites.  Attacks to these systems could result in massive 

destruction and most certainly death.  However, Berinato believes the threats are much greater for 

the nation’s critical data systems, such as the Federal Reserve network, Social Security databases, 

industrial research, and military systems.  Although physical destruction and death are not very 

likely is such an attack, catastrophic economic turmoil is possible.18  A well financed and 

proficiently trained terrorist organization could also launch cyber attacks in harmony with 

traditional physical attacks. 

 It is known that Osama bin Laden’s al-Qaeda terror network made wide use of 

technologies such as the Internet and encryption software to communicate, raise funds and spread 

their message.  The U.S. government also believes al-Qaeda has been training recruits in computer 

hacking to prepare them for cyberterrorism strikes.19  It is estimated al-Qaeda spent approximately 

$2 million preparing for the September 11, 2001 attacks, so financing development of a 

cyberterrorism is certainly within their means.20 
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 In her testimony before the House of Representatives Armed Services Committee, 

Denning noted that terrorist organization have three levels of proficiency:  simple-unstructured, 

advanced-structured and complex-coordinated.21  Simple-unstructured groups possess basic 

hacking skills, but rely upon tools others have created.  They do not have a command and control 

structure nor are they skilled in target analysis.  A good example would be the loosely knit 

Palestinian or Pakistani hacker groups.  Advance-structured groups can perform more structured 

attacks and most likely have the skills to create or alter hacking tools.  These groups have a 

command structure, can analyze their targets for weaknesses and can learn new skills.  The most 

dangerous cyberterrorists are at the complex-coordinated level and possess the ability to cause 

mass-disruptions with sophisticated tools.  The complex-coordinated organizations have a highly 

structured command and control and are very capable in their activities.  Based on data at the time 

of the September 11 attack, al-Qaeda appeared to be between the levels of advanced-structured 

and complex-coordinated.20  The distinguishing characteristics between the three levels of 

cyberterrorist groups is sufficient time to develop the group structure and money to fund 

operations, both of which al-Qaeda possessed. 

Cyberwarfare 

 Cyberwarfare is similar to cyberterrorism in its goals; however the participants are no 

longer terrorist organization, but rather sovereign nations.  The U.S. is not alone it its effort to add 

cyberwarfare capabilities to its arsenal, and although difficult to confirm, reports suggest Russia, 

China, Israel, France, North Korea and India all are actively pursuing the technology.  It is 

generally believed China, Israel and Russia are currently the most advance nations in cyberwarfare 

techniques, ahead of even the U.S.22 
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 Military leaders throughout the world are becoming aware of the potential warfare 

capabilities of technology while at the same time understanding the need to protect their own 

systems.  Cyberwarfare, also called information warfare by the Pentagon, can be used as part of 

broader military strikes.  Another likely use of cyberwarfare would be as a warning shot to 

dissuade another nation from entering a conflict, whether in the real or virtual world.23 

Cyberwarfare has great appeal because it allows one nation to strike another with no risk of 

loss of life to the attackers.  The successes of the U.S in the Iraqi campaigns of 1991 and 2003 

have demonstrated to most nations that they cannot expect to win a shooting war against the U.S.  

Most nations, with the exception of Russia and China, do not have the weaponry, manpower or 

technology to compete with the U.S. in traditional warfare.  Cyberwarfare levels the playing field.  

Smaller nations with few resources see cyberwarfare as providing them an arsenal to compete with 

the world’s few superpowers, a “low-cost alternative to initiating real violence.”24  North Korea is 

one such nation; poor, isolated and under the constant watch of U.S. soldiers and reconnaissance 

efforts.  Although the U.S. military will not confirm it, South Korea’s government openly speaks 

about the North’s cyberwarfare training center.  According to South Korea, the school, known as 

the Automated Warfare Institute, was established in 1980s and is producing one hundred 

cybersoldiers per year.25 

Combating the Threats 

 Although national governments and the United Nations have proven powerless to stop war, 

especially cyberwar, they can provide law enforcement tools to fight hacktivism and 

cyberterrorism.  The United Nations is aware of the problem, and has passed numerous anti-

terrorism resolutions, but none deal with the specifics of cyberterrorism.26  The European Union is 

promoting the e-Europe 2002 and e-Europe 2005 initiatives to provide Internet access to the 
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majority of its residents.  However, the E.U. recognizes that cyber attacks are more likely to occur 

within a wired Europe.  A proposal to create the European Network and Information Security 

agency is currently in progress and will serve to foster coordination and interoperability among the 

computer security agencies of the member nations.27 

 The U.S. government has attempted to address the issue with legislation that provides 

severe penalties for cyber attacks.  The USA Patriot act was signed by President Bush on October 

26, 2001 is response to the al-Qaeda attacks of September 11.  The act gives law enforcement 

greater powers in pursuing cyber criminals and terrorist, but many privacy and civil liberties 

groups vehemently opposed it saying it strips away many of the rights of U.S. citizens.  

Additionally, the Cyber Security Enhancement Act was added to Homeland Security legislation in 

November 2002.  The bill goes beyond the USA Patriot act in its cyber security scope, even 

providing life sentences for convicted hackers operating with terrorist motives.28 

Conclusion 

Michael Vatis, a FBI computer security official, summarizes the global threat: “The 

Internet is ubiquitous.  It allows attacks from anywhere in the world.  Attackers can loop in from 

many different Internet service providers.”29  The digital age has empowered individuals, 

corporations and governments to grow, learn and prosper.  However, as with most new 

technologies, there is a downside.  Although their motives are very different, both political 

activists and terrorists can use the global connectivity of the Internet to launch their attacks.  

Governments too can use the same tools to wage war on one another.  No information system or 

computer network is hack-proof, therefore awareness of the problem and vigilance in security 

practices are critical steps in protecting government and private sector systems. 
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Map of Major Internet Service Providers: 
 
 

 
 



 

Kendall R. Joseph Global Information System Threats 

13 

13 

Global Information Systems Threats 

 
Appendix B 

 
 
 
Samuel, Alexandra.  (2001).  Decoding Hacktivism: Purpose, Method, and Identity in a New 

Social Movement.  Harvard University.  Unpublished Manuscript. 
http://www.itas.fzk.de/e-society/preprints/egovernance/samuel.pdf 
Page viewed 7/31/2003 

 
 
Illustration of purpose, identity, and methods in relation to traditional political and hacktivist 
movements: 
 
 

The theorized relationship can be summarized as: 
 

 
 

The story of hacktivism, in contrast, looks like this: 
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